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Abstract: The domain name system (DNS) is a naming service for Internet resources that provides the function of
converting from domain names to IP addresses. It serves as the entry point for users to access Internet applications
and is also the key point for client-side security threat perception and mitigation. Common DNS abuses and related
security threats on the client side include phishing, malware, and other attacks based on DNS. The protective DNS
(PDNS) service leverages the existing DNS protocol and architecture to detect and mitigate threats by analyzing
DNS queries, thereby protecting users against potential security threads at the source. Currently, a systematic intro-
duction and research on PDNS service in academia and industry is lacking. The existing work, application status,
and architecture and functions of PDNS were systematically sorted out. The key technologies associated with
PDNS, including DNS-related threat mitigation, DNS anomaly detection, threat intelligence management, and data

storage and management technology, were reviewed. The issues and challenges faced by PDNS were analyzed, and
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future development trends and research directions for PDNS were proposed.
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tection, threat intelligence management, data storage management
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Figure 1  Overview of components in DNS resolution
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Table 1 Objects and methods of different DNS anomaly detection
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BRI o X2 B ERT I R0 R A
N VFNPR G N2 . IRt 25 E B HE: SCARN A
ME WA — LA T 2SR RS
B, WA HVE SURFAE . T R SCAR AR
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K5 AR AR S T AH OC I URL.  SCRR[32]42 H
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TR E SRR R, AR T R, A
A 2l DNS It 52 W0 £R 1R AR AIE Sk A il a7 5% H 44
SCHR[39]38 13 DNS Jit SR AR 7 2%, &F
DNS it & RGBS,  SEIUNE S W 2% Ik 55 d%



. 48 WZs 515 B i

10 %

TR E . SCHR[40192 HE T — Pl bludi4E )7 I 4%
Rl B9, R A R D s A N ) R IO 4
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H AR T LL4) A ¢ Fast-Flux £ 3l #1 Domain-Flux
iRl

(1) Fast-Flux &l

Fast-Flux /&2 —F' DNS £ R[S H, X DNS
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A 3 DNS 434 Al (1) 3 20700 HLEs 5 )
INERNRE 5 21 T
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NXDOMAIN G AF1E) 1R KT DGA K
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SREGE AR/ DS RT3 4 FhRRAE,
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BOER A BRI 7%, 1R 9 MRFAE R R DNS
BEE BTN

(3) BETIREES T

CNN J& 5 FH ) DN'S Fif 18 #6078 755 2 =) §925
SCHR[SONE 7 — Rl T CNN BRI 7 v, (EAS
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DNS Wi 8. TTLAEAUE A 4 NYEZ IR T 15 MF
fiE, FIFH J48 YRSt Sy r o 2K a%, SCREIR G
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Table 2 Different DNS anomaly detection algorithms and methods

DNSS 53 2531 SCHR LRIl APR Rl 77 i

[25]  SCARAARMERE & it

[26]  SCAHRMARE B & AR SEAHAULE i & Giit
IR 2% 449 1 K [27]  SVM. bz It Bk
[28]  SVM.KNN. kM BEHLARAR Bk
[29] DBN RIEZF 2]

[30]  SCAAAMMEpE & Giit
I— [31]  SVM.FEHLAK 3 FH Ah 3% D57 MLP MLk
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[57]  StEREIE.SVM. KR HLAFE: )
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I 42 M R B A . CTIECR A T3l &
TR SR 0T I 295 S P A8 L R SR, DA TRE 4 32 B L
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I I 1 (R b B e SR, BN R R
ARG EE, P AR DS an % 27 A R AL 2 Y
B, QIR AR M. e aiaifg
B o X He 0 wT DL By Al E i oK s o
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FEME BRI —. % P& T I s IT
VAN, EIERIRARN, "TEALR BA=
MR & = EFIAGH RS S Is1T, LTy
()77 SRS CER . AbFR L LR BRI 23 b K I 28
.

4 KEiE%

4.1 [EIREFIBEEL

PDNS 7t & J& ik #2 A T il — 28 ] @ 5 Bk %
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